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person’s signature, whether inscribed

on paper or in electronic format, is

first and foremost and at its most ba-
sic level a symbol signifying intent, such as a
person’s intent to be bound to the terms of
an agreement or to prove authorship or re-
ceipt of a document. As such, a “signature”
is commonly defined as “any name, mark or
writing used with the intention of authenti-
cating a document””! Historically, individuals
have signed contracts and other instruments
by writing their full names on the document
or by placing their initials or some other iden-
tifying mark, like an “X;" upon the instrument
for purposes of authenticating the writing or
giving it legal effect. However, with the ex-
plosion of the Internet and e-commerce, an
increasing number of agreements are now
entered into and “signed” electronically. It is
against this cyber-backdrop that the lllinois
Legislature enacted the lllinois Electronic
Commerce Security Act (“ECSA”), which both
embraces and regulates the use of electronic
commerce in lllinois.

The ECSA

The ECSA became law in 1999, and was
enacted by the lllinois Legislature “to move
lllinois document laws into the 21st Cen-
tury” and “to encourage the use of electronic
commerce!? Less than a year later, Congress
passed the Electronic Signatures in Global
and National Commerce Act (“E-Sign Act”)3
The E-Sign Act and the ECSA closely resem-
ble each other (and the Uniform Electronic
Transactions Act adopted by the majority
of other states). If a provision of the ECSA is
clearly and materially inconsistent with a

provision of the E-Sign Act, the E-Sign Act will
likely preempt the ECSA, with respect to that
provision, if it concerns a transaction in inter-
state or foreign commerce. However, since
the two acts appear materially consistent,
the ECSA is the relevant law in lllinois with
respect to electronic records and is therefore
the primary focus of this article.

The ECSA provides, in part, that “infor-
mation, records, and signatures shall not be
denied legal effect, validity, or enforceability
solely on the grounds that they are in elec-
tronic form”* The ECSA also provides that
“Iw]here a rule of law requires information to
be ‘written’ or ‘in writing, or provides for cer-
tain consequences if it is not, an electronic
record satisfies that rule of law”® Further,
“Iwlhere a rule of law requires a signature,
or provides for certain consequences if a
document is not signed, an electronic signa-
ture satisfies that rule of law."® An “electronic
signature” is “a signature in electronic form
attached to or logically associated with an
electronic record”” The terms “signed” and
“signature” are broadly defined by the ECSA
to mean “any symbol executed or adopted,
or any security procedure employed or ad-
opted, using electronic means or otherwise,
by or on behalf of a person with intent to
authenticate a record”® When enacting the
ECSA in 1999, the Legislature also amended
Illinois's Statute on Statutes (5 ILCS 70/1 et
seq.) to provide that the terms “written” and
“in writing” when found in an lllinois statute
may include electronic words and letters, but
“when the written signature of any person
is required by law on any official or public
writing or bond, required by law, it shall be
(1) the proper handwriting of such person or

(2) an electronic signature as defined in the
Electronic Commerce Security Act, except as
otherwise provided by law;," thereby making
an electronic signature generally equal to a
handwritten signature under Illinois law.

The ECSA applies to all persons agreeing
to “create, store, transmit, accept or other-
wise use or communicate information, re-
cords, or signatures by electronic means orin
electronic form,"including all lllinois agencies
agreeing to conduct state business electroni-
cally.® The ECSA, however, does not apply to
all electronic records. For instance, as a mat-
ter of specific exclusion, the ECSA does not
apply if an electronic record would be “clearly
inconsistent with” or “repugnant to” the legis-
lative intent of a particular rule of law. How-
ever, the mere legal requirement that infor-
mation be “in writing,” “written” or “printed”
is not, itself, sufficient evidence that a rule
of law is “clearly inconsistent with” or “repug-
nant to” an electronic record.'” Additionally,
the ECSA expressly provides that it will not
apply to wills, trusts, health care powers of
attorney, or negotiable instruments or other
instruments of title.'?

The ECSA and licensed software

Software manufacturers usually license
their software products to their customers,
and such licensing agreements are generally
provided to the customer and entered into
electronically. These electronic license agree-
ments are commonly referred to as “click-
wrap” or “clickthrough” agreements, which
reference an online software license agree-
ment in which the licensee consents to the
license terms, which appear on the licensee’s
computer screen or are accessible through
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a link, by clicking an icon or checking a box
marked “l accept” (or that has a similar term).
Usually, the software cannot be used by the
customer until the customer registers with
the software manufacturer and checks the
appropriate icon or box agreeing to the li-
cense terms.

The basic tenets of contract law—offer
and acceptance—are generally present in
such transactions, with the vendor offering
to license its software for an agreed upon
price and terms (including limitations on the
kind of conduct that constitutes acceptance
by the licensee), and the consumer agreeing
to such price and terms by checking the “I
accept” box allowing access to the software.
The licensee’s agreement to the license terms
and the licensee’s “signature,’in the above in-
stance, are authenticated, since the licensee
cannotaccess the software without first regis-
tering with the vendor and checking the box
agreeing to the vendor’s terms of use.'> Thus,
in such transactions there is often a clear as-
sociation (and a stored record) between the
identity of the customer and the customer’s
“signature,” satisfying the electronic record
and signature requirements of the ECSA.™
Accordingly, a clickwrap agreement similar
to the one described above, once accepted
(i.e., “checked”) by the customer, is most likely
a legally enforceable license.”

What does the ECSA have to do with
the taxation of software licenses in
lllinois?

In lllinois, the imposition of sales and
use tax is statutorily limited to transfers of
“ownership of” or “title to” tangible personal
property in a retail transaction.'® According-
ly, unlike most other states, Illinois does not
impose sales or use tax on the rental, lease
or license of tangible personal property,
since these type of transactions do not con-
vey ownership or title to the property being
rented, leased or licensed.!”

Recognizing that license agreements are
not taxable in Illinois, the lllinois Department
of Revenue (the “Department”) promulgated
a regulation which provides that a license of
software is not subject to sales or use tax if
the license agreement: (1) is evidenced by
a written agreement signed by the licen-
sor and the customer; (2) restricts the cus-
tomer’s duplication and use of the software;
(3) prohibits the customer from licensing,
sublicensing or transferring the software to
a third party (except to a related party) with-
out the permission and continued control of
the licensor; (4) provides for another copy of

the software at minimal or no charge if the
software is damaged or lost; and (5) requires
the customer to destroy or return all copies
of the software to the licensor at the end of
the license period.'®

Based on the above five-part test, the
Department takes the position that certain
software licenses, such as shrinkwrap soft-
ware licenses, are subject to lllinois sales and
use tax, since such licenses are not signed
by the parties to the license agreement.'® A
“shrinkwrap” license refers to the breaking of
the shrinkwrap seal that generally encloses
the box containing off-the-shelf software.
The licensee agrees to the terms of the Ii-
cense by using the software after encounter-
ing the license agreement contained in the
box. A shrinkwrap license, is a“license;?° and
a license, by definition, does not include a
transfer of ownership of or title to licensed
property.’ Thus, the Department’s position
regarding shrinkwrap licenses and its soft-
ware regulation arguably diverges from the
statutory definition of a taxable “sale at retail”
in Illinois, since the regulation provides for
the taxation of certain licensed software—
i.e, those licenses (such as shrinkwrap licens-
es) not meeting the Department’s five-part
test. Accordingly, the Department’s software
regulation may be unlawful (by exceeding its
legislative scope), since the regulation pro-
vides for taxation of software licenses that fail
the Department’s five-part test, even though
the licensees of such taxable software do not
receive “ownership of” or “title to” the soft-
ware being licensed.

The Department's enforcement of its
five-part test for licensed software may also
violate the ECSA. The first requirement of the
Department’s five-part test, really the only
requirement of consequence for purposes of
ESCA, is that the software license must be a
“written agreement”and be“signed” by the li-
censor and the customer.?? The Department,
however, has not followed the ECSA with re-
spect to licensed software. For instance, the
Department has issued numerous nonbind-
ing letter rulings, including at least two this
year, which generally provide:

[Tlhat it is very common for soft-
ware to be licensed over the internet
and the customer to check a box that
states that they accept the license
terms. Acceptance in this manner
does not constitute a written agree-
ment signed by the licensor and the
customer for purposes of subsection
(a)(1)(A) of Section 130.1935.2

The Department’s continued insistence
on a signed written agreement most likely
runs afoul of the ECSA mandate to recog-
nize electronic signatures. However, such
a conclusion also appears out of step with
advances in technology and is perhaps con-
trary to the Department’s own efforts to
have taxpayers sign and file their lllinois tax
returns electronically. Additionally, regard-
less of legal merit, the Department’s position
is patently inconsistent with the efforts Con-
gress and the lllinois Legislature have made
to facilitate electronic commerce.

The Department has asserted in a few
public forums that if a unique digital sig-
nature were used on a software licensing
agreement (similar to the PIN used to file tax
returns electronically in lllinois), the Depart-
ment would likely accept the digital signa-
ture as meeting the first step (i.e,, signed) of
its software regulation. The Department’s ac-
ceptance of a digital signature, if formally ad-
opted as Department policy, however, would
likely still violate the ECSA, which expressly
provides for electronic signatures. More trou-
bling, it would seem that such a policy would
likely run afoul of the E-Sign Act, which pro-
hibits states from favoring digital signatures
over electronic signatures.

Accordingly, application of the ECSA to
a “clickwrap” software license agreement
should meet the requirements of a “written”
and “signed” software license under the De-
partment’s regulation addressing taxation of
licensed software. As “clickwrap” agreements
become more pervasive and as companies
expend more and more money on software
licensing, it seems that it will only be a matter
of time before an Illinois taxpayer challenges
the Department’s disinclination to recognize
electronic records and signatures for pur-
poses of the Department’s five-part test for
licensed software.

Faced with such an inevitability, perhaps
the only question remaining is: Will the De-
partment act on this issue by reversing its
prior rulings regarding taxation of clickwrap
software licenses, or will a court make what
seems to be an obvious decision—i.e., that
an electronic document and signature sat-
isfy a “written” and “signed” document under
the Department’s five-part test for licensed
software? Based on the potential tax dollars
involved, this could be a situation where the
Department may feel forced to litigate the
issue (if for no reason other than to delay re-
funds and to keep tax revenue coming in to
the State while litigation is pending), while
at the same time attempt to legislate around
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the problem if not successful in court. Howev-
er, alegislative fix may not be easy in this case,
without a fundamental change in the way II-
linois taxes rentals, license and leases.?> Ml
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