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HIPAA Breach Notification Rules

The Department of Health & Human Services
(HHS) has issued interim final rules under HIPAA
relating to the breach notification requirements
originally introduced in the amendments to HIPAA
in the HITECH Act of February 2009. The rules
establish that under certain circumstances covered
entities must notify an individual if such individual’s
unsecured protected health information (PHI) is
breached. Unsecured PHI is generally PHI that is
not encrypted or destroyed.

The breach notification rules become effective
September 23, 2009. However, HHS says it will
not enforce sanctions against covered entities until
February 22, 2010 because of the short deadline.
Regardless, covered entities need to take
immediate action to comply with the rules,
specifically amend business associate agreements
and implement new policies.

Below is a summary of the key provisions of the
rules:

m Definition of Breach. A breach is: (a) an
unauthorized acquisition, access, use
or disclosure of unsecured PHI that
violates the Privacy Rule, (b) that poses a
significant risk of financial, reputational or
other harm to the individual and (c) does
not fall under an exception.

To determine whether a use or disclosure
may cause a significant risk of financial,
reputational or other harm to an individual,
a covered entity must assess whether such
harm is likely to occur based on factors
such as the type of information disclosed,
to whom the information was disclosed

and any steps taken to mitigate the use or
disclosure. The rules specifically exempt
certain Privacy Rule violations from the
breach notification requirements such as
unintentional access by an employee of a
covered entity or business associate or
certain inadvertent disclosures within a
covered entity or business associate.

Timing of Notice. If a breach takes place,
a covered entity must notify the affected
individuals and, in certain circumstances,
the media and HHS, “without unreasonable
delay” but within 60 days of the discovery
of the breach.

Mediaand HHS Notice. Ifabreachinvolves
500 or more individuals, a covered entity
must notify HHS. If a breach relates to
more than 500 residents of a state, notice
of the breach must be provided to a major
media outlet (e.g., newspaper).

Business Associates. Business Associates
are required to notify covered entities of a
breach within 60 days of discovery. The
preamble to the rules contemplates that
a covered entity and business associate
agreement may assign notice obligations
to the business associate. Employers
should consider pursuing this approach
because business associates (e.g., TPAs
and brokers) typically hold the vast majority
of PHI.

Next Steps. Before the sanction reprieve
expires, covered entities should take the
following steps:
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1. To the extent a covered entity holds PHI,
develop safeguards to prevent and detect
breaches. If feasible, encrypt all or the
majority of the PHI in its possession to
avoid or limit the notice rules.

2. Amend business associate agreements
and allocate notice responsibilities.

3. Develop a breach notification policy and
train employees on the policy.

If you have questions regarding these rules, please
contact Christopher T. Collins (312-609-7706)
or any other Vedder Price attorney with whom
you work.

FEDERAL TAX NOTICE: Treasury Regulations
require us to inform you that any federal tax
advice contained herein is not intended or
written to be used, and cannot be used, by any
person or entity for the purpose of avoiding
penalties that may be imposed under the
Internal Revenue Code.
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The Employee Benefits Group

Vedder Price has one of the nation’s largest
employee benefits practices, with ongoing
responsibility for the design, administration
and legal compliance of pension, profit sharing
and welfare benefit plans with aggregate
assets of several billion dollars. Our employee
benefits lawyers also have been involved in
major litigation on behalf of benefit plans and
their sponsors. Our clients include large
national corporations, smaller professional and
business corporations, multiemployer trust
funds, investment managers and other plan
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About Vedder Price

Vedder Price P.C. is a national, business-
oriented law firm with 250 attorneys in
Chicago, New York and Washington, D.C. The
firm combines broad, diversified legal
experience with particular strengths in labor
and employment law, employee benefits,
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