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Know When and How to Hold ‘em

Partieshavean obligationto preserverecords, including Emails, evenbeforealawsuitisfiled. Oncelitigationis
commenced, compani esmust takereasonabl estepsto saf eguard potentially rel evant evidence. Many companies
arestrugglingwithdevel oping policiesand proceduresto comply withtheseobligations. Indeed, thesestruggleshave
beenrecountedinnumerous, well-publicizeddecisions.* ThisUpdate discussesbest practicesfor managing Emails,
implementinglitigation holdsandthepotential pitfallsthat resultfromsimply retainingall Emails. ThisUpdateal so
addresses when litigation isreasonably foreseeable, which may trigger aduty to preserve potentially relevant
evidence, suchasEmails.

What Emails Should be Retained?

Therequirementto preserveevidencepertainingtoexisting or “reasonably foreseeabl €” litigation hasparticularly
impacted corporate Email retention policies, oftenwith dramaticresults. TheBroccoli? and Zubulakedecisions
haveillustratedthepotential liability resultingfroma®traditional” policy of retaining Emailsfor only 21to30days.
Inresponse, somecompanieshavegonetotheoppositeextremeof retaining all Emailsindefinitely. This“Hold
Everything” approach givescompaniesthefal sehopethat, by retainingall Emails, it haslessened thechancethat
itwill encounter sanctions, spoliationclaimsandother eDiscovery pitfalls. But suchanapproachisfraught withrisks.
Moreover, companiesthat retain every singleEmail areretaining far morethanisrequired.

Companiesareobligated by law andindustry standardsto maintain only thoserecordsthat:

» document aspecificbusiness-related event or activity;

* demonstrateaspecificbusinesstransaction;

* identifyindividualswho participatedinabusinessactivity;

» support factsof aparticular business-rel ated event, activity or transaction; or

» areneededfor other specificlegal, accounting, businessor compliancereasons.

Oncetheretention period applicableto arecord hasexpired, acompany may disposeof it, solong astherecordis
not germanetoexisting or reasonably foreseeablelitigation.* These principlesapply with equal vigor to Emails.

The Downside of the “Hold Everything” Approach

Asnotedabove, by optingtoholdontoall of itsEmails,acompany may think itismitigatingitslitigationandretention
risks. Inreality, companiesusingthisapproach arelikely increasing thechancethat it may befound|iablebecause
itretaineda“smokinggun” Email that it wasnot requiredtomaintaininthefirst place. Inadditiontotheincreased
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litigationrisksthat resultfroma“ Hold Everything” approach, acompany’ sl T/ISdepartment will likely strugglein
implementing sucha“Hold Everything” policy, giventhemassivevolumeof el ectronicdatathat isproduced daily.
Indeed, anaverageretail storecangenerateasmuch as1,000,000,000,000 bytesof dataper day, and Email volume
intheU.S. will increasefromover 2trillion messagesthisyear tonearly 2.7 trillion by 2007.5

Intoday’ stechnological environment, Emailsand other forms of el ectronic communications (such as instant
messages) are created on desktops, | aptops, pdas (such asBlackBerries), VOIP, and even cell phones. Because
of theseadvances, and becausedatastoragerepositoriesareregul arly backed upfor continuity or disaster recovery
purposes, asingleEmail may “live” inmultipleplaces, includingacompany’ sEmail server, anemployee’ sdesktop,
onoffsitebackup tapesand el sewhere. Thisenvironment compoundsthedifficultiesfaced by I T/I Sdepartments,
whoareoftentaskedtoidentify andretrieve Emailsfor litigation purposes. Accordingto David Cambria, Esg., of
Huron Consulting Group, “ Managing thedataexplosionisthesinglegreatest challengefor ClOs. Unlikein-house
counsel, I T/1S personnel are more concerned with technol ogy issues such asinformation sharing, redundancy,
continuity and disaster recovery thanthey arewithlocating and safeguarding evidence.” Thisenvironment can
createcompl ex and unnecessary problemsfor companiesthat haveadopted a® Hold Everything” approach.

There is also the problem and expense of storing too much information. Corporate servers may become
overburdened and unstable, withapossi blecatastrophiclossof informationasaresult. Noristransferringall Emails
over acertainageto backup tapeswithout potential risk, becausetapesmay degrade, aredifficult, time-consuming
and expensiveto search, and may becomelost.®

Assumingthat all of thecompany’ sEmailshavebeenreliably preserved and aresearchabl e, itistimeconsuming
and extremely expensiveto processsuch amassivequantity of data, thereby increasing attorney review timeand
other discovery related costs. Moreover, therearefew recordsthat companies must retain permanently, sothe
practiceof keeping all Emailsinapermanent archiveor repository may underminetheobjectivesand successof
thecompany’ srecordsmanagement program.

What to do?

Best practicesrequiresacompany to preserve Record Emailsin accordancewiththeir overall recordsretention
schedules, andretain Non-Record Emailsfor only ashort period. By regularly disposing of itsNon-Record Emails
after 21to 30days, acompany greatly reducesitsEmail retention burden and may minimizeitslitigationrisks. By
asoretainingonly itsRecord Emailspursuant to astate-of -the-art retention policy that worksin conjunctionwith
asoftwaresol ution, acompany al so minimizesstorage costswhile preserving necessary records.

Thisapproach shouldimproveacompany’ slitigationreadinessand streamlineitseDiscovery responsesbecause,
by reducing the number of retained Emailson thefront end (think of afunnel), fewer Emails must be searched,
reviewed and producedindiscovery. Incontrast, the*Hold Everything” approachincreaseslitigationrisksand
eDiscovery costs, whilemakingthel T/I Steam’ sjob moredifficult.

When isLitigation Reasonably F oreseeabl e?

Although the duty to preserve potentially relevant evidence may be triggered before alawsuit is filed, many
companieshavedifficulty answering thequestion of whenlitigationis* reasonably foreseeable.” Althoughthe
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answer dependsonthecircumstancesof each case, and thefollowinglistisby no meansexhaustive, courtshave
found that partieshaveaduty to preserverelevant evidencewhere:

* Acomplaintisfiled;’

* Adiscoveryrequestisreceived;®

* A preservation order hasbeen rendered;®

* A subpoenahasbeen served;°

¢ Agovernmentor regulatory agency institutesaninvestigation;*

* Anincident occursthat resultsin death or seriousbodily injury;?

*  Athird-party or non-party requestsfactsrelatingtoanincident or dispute; ™

* Anattorney requestsfactson behalf of aclient relating to anincident or dispute;'*

* A potentia claimant threatenslitigation, verbally or otherwise, toanempl oyeeor other agent;*®

*  Anemployeemakesaformal complaint to management regardingimpropriety by theemployer orits
personnel ;¢ and

* Notificationof alawsuitisreceivedfromathird-party.*

By applyingthesefactors, your company should haveabetter understanding astowhenit mustimplement alitigation
hold. To learn more about best practices for implementing litigation holds, see Vedder Price’s March 2005
eDiscovery Update by linking to our website www.vedder price.com.

Vedder Price s Records Management Practice

V edder Pricehasdevel oped uniqueexpertiseinadvising clientsregarding effectiverecordsmanagement and e-
Discovery policies, including thedevel opment andimpl ementati on of el ectroniccommunicationspolicies. Itsrecords
management teamiscomprised of attorneysdedicatedto enablingitsclientsto:

» developandimplement clear recordsretention policiesto meet today’ slegal and businesschallenges;

» assist in designing and implementing el ectronic communications policies covering Email, instant
messages, voi cemail and any other el ectronic messages,

» audit existing recordsmanagement programs, including identifying potential compliance gapsand
providing practical and provenrecommendationsfor enhancing current policiesand procedures; and

» conduct prelitigation assessments of eDiscovery issues and devel op comprehensive strategiesfor
aggressively conducting and responding to eDiscovery requests.

If you areinterestedinlearning moreabout our services, weare presenting executivebriefingson thesetopics
in San Francisco, CaliforniaonMarch 23, 2006, inHouston, Texason April 20, 2006 andin Chicago, Illinoison

May 4, 2006. Toregister or learn more about these events, pleasevisit our website at www.vedder price.com.

For moreinformation, pleasecontact:

Bruce A. Radke, Esqg. Timothy J. Carroll, Esq. JohnB. Thornton, Esg.
312/609-7689 312/609-7709 312/609-7898
bradke@vedderprice.com tcarroll @vedderprice.com jthornton@vedderprice.com




VEDDER, PRICE, KAUFMAN & KAMMHOLZ, P.C.—eDiscovery Update February 2006

Notes

1 See eg., ColemanHoldingsv. Morgan Stanley & Co., No. CA 003-5045A1, 2005 WL 674885, at *9-10 (Fla. Cir. Ct. March 23, 2005)
(adverseinferenceinstruction contributed to $1.45 billion judgment against Morgan Stanley); Tantivy Communications, Inc. v. Lucent
Technologies Inc., 2005 WL 2860976 (E.D. Tex. Nov. 1, 2005) (Lucent and its counsel sanctioned for eDiscovery failures).

2 Broccoli v. EchoStar Communications Corp., 229 F.R.D. 506 (D. Md. 2005).

8 Arthur Andersen, LLP v. United Sates, 125 S. Ct. 2129, 2131-35 (2005); Fidelity Nat. Title Ins. Co. of New York v. Intercompany Nat.
TitleIns. Co.,412F.3d 747, 750 (7th Cir. 2005) (“[t] hereisnothingwrong with apolicy of destroying documentsafter thepointisreached
at which there is no good business reason to retain them”).

4 Hynix Semiconductor, Inc. v. Rambus, Inc., No. C-00-20905 RMW (N.D. Cal. Jan. 4, 2006) (ruling that destruction of data pursuant
to valid document retention policy did not warrant spoliation sanctions).

5> David Halerman, Email: Turning Up the Volume, April 29, 2005, www.imediaconnecti on.com/content/5630.asp.

6 See e.g., ColemanHoldings, 2005WL 674885 at * 9-10 (finding M organ Stanley grossly negligentinfailingtoproduce Emails, overwriting
Emails after twelve monthsin violation of an SEC order, failing to conduct proper searchesfor back-up tapesthat may have contained
Emails, and failing to notify plaintiff or the Court when it discovered new Emails).

7 Applied Telematics, Inc. v. Sprint Communications Co., No. 94-4603, 1996 U.S. Dist. LEX1S 14053, at *6 (E.D. Penn. Sept. 17, 1996).

8 ld.

¢ Kaeir v. UnumProvident Corp., 02 CIV. 8781, 2003 U.S. Dist. LEXIS 14522, at *31-32 (S.D.N.Y. 2003).

10 InreTyco Int’l, Ltd. Sec. Litig., No. 00-MD-1335-B, 2000 U.S. Dist. LEXIS 11659, at *15 (D.N.H. July 27, 2000).

11 Arthur Andersen, LLP v. United Sates, 125 S. Ct. 2129, 2133-34 (2005).

12 Gevenson v. Union Pac. RR. Co., 354 F.3d 739, 748 (8th Cir. 2004).

13 BlinzZler v. Marriott Int’l, Inc., 81 F.3d 1148, 1159 (1st Cir. 1996).

4 Seeld.

15 See Testav. Wal-Mart, 144 F.3d 173, 177 (1st Cir. 1998).

16 SeeBroccoli, 229 F.R.D. at 511.

17 See Paramount Pictures Corp. v. Davis, No. Civ. A. 05-0316, 2005 U.S. Dist. LEXIS, at *12, 29 (E.D. Pa. Dec. 2, 2005).

VEDDER, PRICE, KAUFMAN & KAMMHOLZ, P.C.

This bulletin is published by the law firm of Vedder, Price, Kaufman & Kammholz, P.C. It is intended to keep our clients and interested parties
informed on recent legal developments. It is not a substitute for professional advice.

Vedder Price is a national full-service law firm with approximately 225 attorneys in Chicago, New York and New Jersey. Please contact your
Vedder Price attorney with any questions or if you need any assistance.

© 2006 Vedder, Price, Kaufman & Kammholz, P.C. Reproduction of this bulletin is permitted only with credit to Vedder, Price, Kaufman & Kammholz,
P.C. For an electronic copy of this bulletin, please contact us at info@vedderprice.com.

Chicago New York New Jersey

222 North LaSalle Street 805 Third Avenue Five Becker Farm Road
Chicago, lllinois 60601 New York, New York 10022 Roseland, New Jersey 07068
312/609-7500 212/407-7700 973/597-1100

Fax: 312/609-5005 Fax: 212/407-7799 Fax:973/597-9607

Contact: Robert J. Stucker Contact: Neal I. Korval Contact: John E. Bradley

www.vedderprice.com

4



