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New Jersey ldentity Theft Prevention Act
Takes Effect January 1

Significant Effect on Record Keeping, Application Forms and Personnel Practices

New Jersey’s ldentity Theft Prevention Act (ITPA), effective January 1, 2006, creates new responsibilities for
employersregarding thehandlingand disposal of personal information received fromemployeesand other individuals.
Specifically, the I TPA (1) imposes aduty to destroy records that contain personal information and that are no longer
to beretained, (2) imposes a duty to disclose unauthorized access to personal information to New Jersey police and
tothoseindividual swhose personal information may have been accessed, and (3) controlsemployers’ display and use
of Socia Security numbers. Additionally, the ITPA providesan individual with the ability to implement a* security
freeze,” thereby limiting third-party accessto his or her consumer reports.

What the I TPA Covers

At first glance, the ITPA seemsto apply only to information received from a customer. The law requires a business
todestroy certain“ customer’ srecords’ nolonger to beretained by it and, under certain circumstances, to providenotice
toa“customer” in the event of unauthorized accessto that “ customer’s’ personal information. However, the ITPA’s
definitionsof “customer” and “business’ are extremely broad. “ Customer” isdefined as* anindividual who provides
personal information to a business,” and “business’ is defined as “a sole proprietorship, partnership, corporation,
association, or other entity.” Therefore, the ITPA almost certainly appliesto all employers—no matter what size or
form—and creates dutiesrelating to personal information received from employees, contractors, agents, consultants,
and any other individual.

Thel TPA defines*records’ to be* any material, regardlessof the physical form, onwhichinformationisrecorded
or preserved by any means, including written or spoken words, graphically depicted, printed, or electromagnetically
transmitted,” and defines” personal information” tobe“ anindividual’ sfirstnameor firstinitial andlast namelinkedwith
any one or more of the following data elements: (1) Social Security number; (2) driver’s license number or State
identification card number; or (3) account number or credit or debit card number, in combination with any required
security code, access code, or password that would permit accessto anindividual’ sfinancial account.” Therefore, the
statute appliesto such material sasemployment applications, benefitsforms, tax forms, and other employment-rel ated
documentsthat contain * personal information.”

Destruction of Records Containing “ Personal Information”

The ITPA requires that a“business’ destroy a “customer’s records’ that contain personal information and that the
business does not retain. In other words, whilethe | TPA does not create any affirmative obligations regarding record
retention per se—such as those imposed by other statutes and regulations—it does impose an obligation once the
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retention period ends. Specifically, the business must “ destroy, or arrange for the destruction of . . . [the records] by
shredding, erasing, or otherwise modifying the persona information in those records to make it unreadable,
undecipherabl e or nonreconstructabl e through generally available means.”

Reporting and Disclosure of Security Breaches

The ITPA also requires a “business’ that compiles or maintains computerized records that contain “persona
information” to disclose any “breach of security” of those computerized records to a “customer” whose “ personal
information” may have been accessed by an unauthorized person. The statute defines “breach of security” as
“unauthorized accessto el ectronicfiles, mediaor datacontaining personal information that compromisesthe security,
confidentiality or integrity of personal information when accessto the personal information has not been secured by
encryption or by any other method or technology that renders the personal information unreadable or unusable.”
Disclosure must be made to “any customer who is aresident of New Jersey whose personal information was, or is
reasonably believedto havebeen, accessed by an unauthorized person.” However, abusi nessisexcused from providing
disclosure if the business determines that, despite the breach of security, misuse of the information accessed is not
“reasonably possible.” This determination must be documented in writing and retained for five years.

If the duty to discloseistriggered, the business must first notify New Jersey’ s Division of State Police about the
breach. The State Police may then notify other law enforcement agencies. If alaw enforcement agency determines
that disclosure to “customers’ will impede an investigation of the incident, disclosure must be delayed until the law
enforcement agency notifies the business otherwise. In all other circumstances, after notice to the State Police, the
business must providedisclosureto customers*in the most expedient time possible and without unreasonable delay.”

Thel TPA providesthreepermissiblemeansby which abusinessmay maketherequisitedisclosure: written notice,
electronic notice, and “ substitute notice.” A business may provide “substitute notice” in lieu of written notice or
electronicnoticeonly “if thebusiness. . . demonstratesthat the cost of providing noticewoul d exceed $250,000, or that
theaffected classconsistsof subject personsto benotified exceeds500,000, or thebusiness. . . doesnot havesufficient
contact information.” “ Substitute notice” consists of the following: “(a) E-mail notice when the business. . . hasan
e-mail address; (b) Conspicuous posting of the notice on the Internet web site page of the business . . . , if the
business. . . maintains one; and (c) Notification to major Statewide media.” Additionally, if a business “ discovers
circumstancesrequiringnatification. . . of morethan 1,000 personsat onetime,” it must di sclosethetiming, distribution
and content of the notices to “all consumer reporting agencies that compile or maintain files on consumers on a
nationwidebasis.”

Restrictions on Use of Social Security Numbers

The ITPA prohibits certain conduct in connection with the use of Social Security numbers. Specifically, the statute
prohibits any person or businessfrom:

* Publicly posting or publicly displaying an individual’s Social Security number, or any four or more
consecutive numberstaken from theindividual’ s Social Security number;

e Printinganindividua’ sSocial Security number onany material sthat aremailedtotheindividual, unless
State or federal law requires the Social Security number to be on the document to be mailed;

*  Printing an individual’s Social Security number on any card required for the individual to access
products or services provided by the entity;
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*  Intentionally communicating or otherwisemaking avail abletothegeneral publicanindividual’ sSocial
Security number;

* Reguiringanindividual totransmit hisSocial Security number over thelnternet, unlesstheconnection
is secure or the Social Security number is encrypted; and

* Requiring an individual to use his Social Security number to access an Internet Web site, unless a
password or unique personal identification number or other authentication deviceisalso required to
access the Internet Web site.

Employers (as well as businesses in general) must be aware of the foregoing prohibitions and should examine their
practices to ensure that they will not be in violation of them. For example, an employer in New Jersey that uses an
Internet Web sitetoreceivejob applicationsthat include an applicant’ s Social Security number must provide adequate
security measures for transmission and receipt as well as maintenance and destruction of that information.

Availability of a “ Security Freeze”

Employers should also be aware that the ITPA provides individuals with the ability to require consumer reporting
agenciestoimplement a“ security freeze.” A security freeze* prohibitsthe consumer reporting agency fromreleasing
[a] report or any informationfromit without theexpressauthorization of theconsumer, but doesnot prevent aconsumer
reporting agency from advising athird party that a security freeze isin effect with respect to the consumer report.”
The*" security freeze” thereforemay limit theability of employersto obtain promptly certaininformation regarding job
applicants and employees. So long as a“ security freeze” isin effect with respect to an individual, an employer may
not obtai n personal information from consumer reporting agencieswithout theindividual’ sexpresspermission. While
an employer may request and be granted permission by the individual, this process may delay receipt of requested
information.

If you haveany questionsabout theldentify Theft Prevention Act or any other issue, please contact AlanM. Koral
(212/407-7750) or any other Vedder Price attorney with whom you have worked.
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