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l. INTRODUCTION
Electronic records can bedivided into two groups:

(@) those generated el ectronically for which no paper origina exists— e.g., email, electronic
invoi ces, records of eectronic datainterchange, etc; and

2 those which were originally on paper but have been transferred to someform of electronic
storage— e.g., microfilm, magnetic tape, etc.

A Advantages of Electronic Records

1. Reduced Storage Space

Themost significant advantageto e ectronic records, over traditional paper records, isthereductionin
the spacerequired for storage. Instead of roomsfull of filing cabinets, the recordsmay requireonly adrawer
full of computer disks. Thereduction in spacea so resultsin reduced storage costs.

2. Faster Search and Retrieval

Another major advantage of el ectronic recordsisthe ability to conduct acomputerized searchfor a
particular record rather than to leaf manually through stacks of paper documents. Even themost organized and
best maintained paper systemislikely toresult inmisfiled or lost information.

3. Ease of Reproduction

Not only areelectronic recordseasier to locate, they areeasier to copy. It may even bereasonableto
make duplicate copiesand storethem off-sitein casethe originasarelost or destroyed.
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4, Original Data in Electronic Form

Asaresult of theincreased use of electronic datainterchange, many transactionsoccur solely inthe
electronic universe. Rather than generating paper recordsfor thesetransactions, companies may want smply
toretainthee ectronicrecords. Infact, theIRS may requirethat theserecordsbemaintainedintheir origina
format.

B. Disadvantages of Electronic Records
1. Backup Records

One of the greatest disadvantages of electronic recordsistheir vulnerability to loss. Changesin
temperature or humidity can damage computer systemsand magnetictape. Likewise, thesemediumshaveonly
acertain“sheflife’ and they must bereplaced on aregular basis. Thus, any electronic recordsretention policy
will requirearoutine processfor creating accurate backupsand ensuring integrity of existing records.

2. Preventing Alteration

It may aso bedifficult to detect alterationsmadeto € ectronic records. Therewill not be neatly penned
notesinthemargin or entire sectionscrossed out. Thus, to prevent unauthorized ateration, the company will
need to establish security measuresand accessrequirementsto limit the ability of employeesand other agents
to make unauthorized dterations.

3. Storage

Storing disks or magnetic tape containing therecordsin adesk drawer isnot an acceptabl e practice.
Therecords must be stored in acontrolled environment to prevent damage. Often, thismeanseither building
the proper facility onste, with therequisiteenvironmenta controls, or contracting with athird party to properly
storetherecords.

4, Paper Requirements

In some Situations, acompany using computerized records may a so be required to maintain paper
records of the sametransaction, particularly under the IRSregulations.

5. System Changes

When the company adoptsanew computer/record system, it will generally berequiredtotransfer all of
itsexisting documentsto that system. Whilethismay not bedifficultin somesituations, it could provenot only
difficult but very expensivewhen the new and old systemsare not compatible. The sameissuesmay befaced
inthemerger or the acquisition of another company which usesadifferent system.

6. Evaluation Before Creation

Paper records can be created, stored, and reviewed many yearslater. Whilethe sameistechnically
truefor electronic records, often theserecordswill belost beforetheir value can be determined, especialy in
the case of records created by employees, such asword processing documentsand e-mail. To prevent that
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problem, it may be necessary to designate during the creation stage whether documentswill need to beretained
(either dectronically or in paper format).

I1l. ELecTroNIC RECORDS AND FEDERAL COMPLIANCE

A variety of federal agenciesrequire corporationsto maintain recordson specifictopicsandinaspecific
manner. Most permit the storing of recordsin an electronic format so long asthey can be accessed upon
demand. See, e.g., 21 C.FR. §211.180 (FDA regulationsfor batch drugs: “ Recordsthat can beimmediately
retrieved from another |ocation by computer or other electronic means shall be considered as meeting the
requirementsof thisparagraph.”); 10 C.FR. 8§ 34.87 (Department of Energy Regulations: “ Therecordsmay
also be stored in el ectronic mediawith the capability for producing legible, accurate, and completerecords
during therequired retention period.”).

A IRS Regulations

ThelRS hasthe most complete and hel pful regulationsrelating to electronic records. TheInterna
Revenue Codeishbuilt around a“voluntary” system of payment — that is, each taxpayer determinesitsown tax
lidbility. ThelRSchecksonly asmall percentage of returnsfor accuracy. Onceaudited, however, thetaxpayer
hasthe burdento document all income and justify any deductions. Title26 C.FR. 8§ 1.6001-1(a) requireseach
taxpayer to maintain and producerecordsrdatingtoitsreturn. Failureto producetherequired documentation
most oftenresultsinadenia of thededuction and, therefore, anincreaseintax ligbility. Stronger pendtiesmay
beassessed if the error resulted from negligence or intentional wrongdoing on the part of thetaxpayer. While
taxpayersmay employ third partiesto processand/or storetheir records, it doesnot relieve the taxpayer of the
duty to producerecords.

Not every record produced by the taxpayer must beretained. Section 1.6001-1(e) requiresthat the
records be maintained and made availableto IRSinspection, but only for aslong astherecordsmay bemateria
inthe administration of any Internal Revenuelaw. Somerecordsarenever material. For example, aletter
requesting information about a product that did not lead to asaleisunlikely to have any effect on Internal
Revenuelaw and would not have to be maintained for IRS purposes. Note, however, that thisletter might be
material for other purposes, e.g., in an allegation of misrepresentation. Other records may be material when
created, but may losethat character over time. Thismightincluderecordsrelating to past tax liability inayear
for which the statute of limitations has passed, thus preventing the IRS from challenging thereturn. Other
recordsmay be materid when created and retain that character permanently or long after thestatute of limitations
expires. For example, documentsrelating to the purchase of abuilding whose value has depreciated over a
long period of timewould be materia to tax yearseven after the statute expired for the year of purchase.

Treasury Regulation 8 31.6001-1(e) requiresthat records beretained for at |east four years after the
dateof filing for thereturnto which they relate or thedate on which thetax ispaid, whichever islater. Asnoted
above, however, records must be maintained for aslong asthey are or might berelevant to I nternal Revenue
law, evenif that period extendsbeyond four years. Asagenerd rule, the period of materiaity can be measured
by the statute of limitationsrelating to thetax return. Inthenormal case, areturn may be audited only within
threeyearsof itsfiling date. See IRC 8§ 6501. After that time, most recordsarenolonger “ materid.” Incertain
circumstances, however, the period for audit may be extended. For example, if anountswere omitted from
grossincome and those amounts exceed 25 percent of theincomereported, thereturnissubject to audit for six
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yearsafteritsfiling date. If thelRSalegesafraudulent return or willful tax evason, it may audit thereturn at any
time— thereisno statute of limitationsin that circumstance. If conduct may have occurred that might permit
the|RSto extend the deadlinefor audit, records should be maintained for longer than therequired four years.
Also, remember that somerecordsmay have materiality far in excessof any applicable statute of limitations

period.

In addition to theforegoing rulesrelating to general businessrecords, the IRS has devel oped specific
rulesfor both types of electronic records— those generated by computer and thosetransferred to el ectronic/
nonpaper format.

1. Revenue Procedure 98-25 — Automatic Data Processing Systems

Revenue Procedure 98-25 (Rev. Proc. 98-25) updates and supercedes Revenue Procedure 91-59,
whichformerly governed the use of eectronic recordsfor tax purposes. Thenew procedure appliesfor taxable
years beginning after December 31, 1997. Rev. Proc. 98-25 permits a taxpayer to retain records in a
machine-sens bleformat, defined as*“ dataused in an el ectronic format that isintended for use by acomputer.”
It doesnot include paper recordsor paper recordsthat have been converted to an electronic storage medium,
e.g., microfiche. Recordsmaintained under Rev. Proc. 98-25 must be capable of being processed, defined as
“theability to retrieve, manipulate, print on paper (hard copy), and produce output on e ectronic media.”

Revenue Procedure 98-25 appliesto al taxpayerswith “ assets of $10 million or moreat theend of the
taxableyear.” Taxpayerswithfewer assets, however, arenot immune. They must follow Rev. Proc. 98-25if
they use machine-sensblerecords and do not maintain paper records, or if the machine-sensiblerecordswere
used for computationsthat cannot be verified without use of acomputer, e.g., complicated last-in first-out
(L1FO) inventories. Thesame statute of limitationsand materiality issuesdiscussed abovefor paper records
also apply to electronic records.

Compliancewith Rev. Proc. 98-25 requiresthe taxpayer to demonstrate that its el ectronic records
procedure*” provide[ 5] sufficient information to support and verify entriesmade onthetaxpayer’sreturnandto
determinethecorrect tax liability.” Generdly, thismeansdemonstrating an audit trail between therecordsand
thetotal amount of tax liability claimed. However, ataxpayer that does not generate machine-sensiblerecords
intheordinary course of itsbusinessisnot required to producethemfor the IRS. If therecordsretained do not
containal of the necessary datatoidentify thetransaction, thetaxpayer isrequired to supplement thoserecords
with hard copy records.

Thetaxpayer isa so required to document the processthat created the documents. Documentationis
required for any business processesthat

(@) createtheretained records;
2 modify and maintaintherecords,

3 satisfy therequirement of 85.01(2) of thisrevenue procedure [relating to database
management systems] to support and verify entriesmade on the taxpayer’ sreturn and
determinethe correct tax liability; and

4 evidencethe authenticity and integrity of thetaxpayer’srecords.
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Documentation will besufficient if it describesthe function performed and theinternal controlsthat ensure
accuracy and prevent unauthorized aterations, and provides detail ed account descriptions. Inaddition, for
each filemaintained, thetaxpayer must document therecord format, field definitions, filedescriptions, periodic
checksto sati sfy maintenance requirements, reconciliation between therecords and the taxpayer’ sbooks, and
reconciliation between therecordsand thetax returnfiled.

All of the above records and documentation must be provided to the IRS upon request. If thefiles
require specia resourcesfor access, e.g., aspecia program on thetaxpayer’scomputer system, thetaxpayer
isrequired to providethose resources. Access must be granted without limitation such asby acontract or
license. Thetaxpayer may, however, be ableto reach an agreement with the IRS, whereby thefilescan be
converted to another system or accessed during off-peak hours. Further, thetaxpayer may providethe RS
with third-party equipment in order to accessthefiles.

If records become unavailablefor any reason, thetaxpayer isrequired to notify the IRSimmediately.
Thisincludesrecordsthat arelost, stolen, destroyed, damaged, otherwiseincapable of being processed, or are
foundto beincompleteor materidly inaccurate. Aspart of thenotice, thetaxpayer needsto identify therecords
that werelost and suggest aplan for how and when the taxpayer will replace therecords. In somesituations,
theIRSmay bewilling to permit only partial restoration of themissing data.

Revenue Procedure 98-25 al so makesthefollowing recommendationsfor mai ntenance of electronic
records.

(@) proper labding;

2 secure storage environment;

3 creating backup copies,

4 sdlecting an off-gte storagefacility; and
5) testing to confirm recordsintegrity.

ThelRS also suggeststhat taxpayers consult the National Archivesand RecordsAdministration’s(NARA)
Standardsfor the creation, use, preservation, and disposition of electronicrecords, 36 C.FR. 8§ 1234. Infact,
theIRSwill not impose penaltiesfor partial lossof dataif the NARA standardswerefollowed. Thetaxpayer
will, however, still haveto substantiate thetax liability claimed onthereturn.

Asnoted above, compliance with Rev. Proc. 98-25 does not relieve taxpayers of the duty to retain
hard copy recordsgeneratedintheordinary courseof their business. Hard copiesmay, however, be maintained
onmicrofiche/microfilm (incompliancewith Rev. Proc. 81-46) or inan € ectronic storage system (incompliance
with Rev. Proc. 97-22, discussed below). Thetaxpayer isnot required to generate paper recordsif they are
smply computer printouts, not produced intheordinary course of business, or if dl thedetailsof thetransaction
aremaintained in machine-sens bl e records conforming to thisrevenue procedure. Thetaxpayer may, however,
be requested to generate ahard copy as part of an IRS audit.

2. Revenue Procedure 97-22 — Electronic Storage Systems

Revenue Procedure 97-22 outlinesthe procedure by which taxpayersmay convert hard copy records
toan eectronic storage system (ESS). AnESSisasystemto prepare, record, transfer, index, store, preserve,
retrieve, and reproduce books and records by either:
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(@) electronicaly imaging hard copy documentsto e ectronic storage media; or

2 transferring computerized books and records to el ectronic storage mediausing a
techniquesuch as“COLD” (computer output to laser disk), which allowsbooksand
recordsto beviewed or reproduced without the original program.

For any ESS maintained, the taxpayer must be ableto provide acompl ete description of the system and the
proceduresrelated to itsuse aswell astheindexing system.

Ingeneral, an ESSwill be acceptableso long asit includesthefollowing:

reasonable control sto ensuretheintegrity, accuracy, and reliability of the system,

. reasonabl e controlsto prevent and detect the unauthorized creation of, addition to, alteration
of, deletion of, or deterioration of e ectronically stored records;

. aningpection and quality assurance program evidenced by regular evaluationsof theelectronic
storage system including periodic checksof eectronically stored booksand records;

. aretrieva systemthat includesanindexing system; and

. theability to reproducelegible and readable hard copies.

The ESSmay be subject to periodic testing by the IRS. Thetest may include®an evauation (by actua
testing) of ataxpayer’s equipment and software, aswell asthe procedures used by ataxpayer to prepare,
record, transfer, index, store, preserve, retrieve, and reproduce el ectronically stored documents.” 1If thelRS
choosesto make atest, thetaxpayer isrequired to retrieve and produce the requested documents (including
hard copiesif requested) and to provide the IRSwith the resources necessary to locate, retrieve, read, and
reproducetherecords. For thisreason, itisagain necessary that neither the hardware nor software be subject
to any contract or licenserestriction that would prevent accessby the IRS.

Aswith Rev. Proc. 98-25, records kept in ESS must be retained aslong asthey might be material.
Further, the use of athird party for storage doesnot relieve the taxpayer of the duty to producetherecords.
ThelRSd so recommends maintaining ESSinthesameway aseectronicrecords, i.e., labeling, off-stestorage,
etc. Again, however, it recognizesthat these procedures are business decisions best | eft to the individual
taxpayer.

Original hard copy documents, other than machine—sensible documents subject to Rev. Proc. 98-25,
may be destroyed after thetaxpayer has

(@) completed itsown testing of the ESSthat established that hard copiesor computerized
booksand recordsare being reproduced in compliancewith dl provisonsof thisrevenue
procedure; and

2 instituted proceduresthat ensure compliancewith al the provisions of thisrevenue
procedure.
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3. Records Evaluations and Record Retention Limitation Agreements

Revenue Procedure 98-25 providesthe opportunity for thetaxpayer to seek arecordsretention evauation
by theIRS. Either at therequest of thetaxpayer or uponitsowninitiative, the|RSmay “review thetaxpayer’s
record retention practices, including thetaxpayer’ srelevant data processing and accounting systems.” Further,
thelRS“may periodicaly initiateteststo establish theauthenticity, readability, completeness, and integrity of a
taxpayer’ smachine-sensiblerecordsretained in conformity with thisrevenueprocedure.” A recordsevaluation
isnot an“examination,” “investigation,” or “ingpection” withinthemeaning of 8 7605 becauseitisnot directly
related to adetermination of tax liability. A recordsevaluation may bedesirablefor your company becauseit
will alow youtoidentify problemsand correct them beforethey cause or enhancetax deficiencies.

Thetaxpayer aso may enter into aRecord Retention Limitation Agreement (RRLA) withthelRS. As
part of therequest, thetaxpayer must “identify and describe those recordsthe taxpayer proposesnot toretain
and explainwhy thoserecordswill not become materia to theadministration of any Internal Revenuelaw.” In
responsetotherequest, thelRSmay waiveany or al of therequirementsof Rev. Proc. 98-25. TheRRLA will
not, however, apply to any system added after the RRLA wasissued. Thetaxpayer will need to seek anew
RRLA for that system. Likewise, the RRLA generally doesnot apply to subsidiariesacquired after theRRLA
wasissued. Further, if asubsidiary issold, the parent must continueto retain any documentsunder theRRLA
until anew rulingisissued. An RRLA doesnot relievethetaxpayer of recordsretention requirementsor of the
dutiesunder 8 6001. It Simply providesgreater freedom in determining how those requirementsare met.

B. Indexing and Retrieval

Generaly, acompany isfreeto maintainitsrecordsin any manner it chooses aslong asthoserecords
can beretrieved in areasonable and legible manner when requested. For electronic records, thismeansthat the
company could smply download filesto amainframewithout any typeof organization. Somefedera regulation,
however, may require that documents be maintained or indexed in aparticular fashion. Thefollowinglist
includes some of the other federal regulations specifying amanner of organization, maintenance, or indexing:

. TheU.S. Department of Energy requiresmanufacturersto maintain anindex of recordsrelating
to certification testsfor energy conservation. See 10 C.F.R. 8 430.62.

. The Federa Aviation Administration requiresanindex for air carrier recordsmaintainedina
machine-readableformat. See 14 C.F.R. 88 249.3, 249.4, and 249.20.

. TheBureau of Export Management requiresanindex of all recordsfor transactionsinvolving
restrictivetrade practices or boycotts, exports of technol ogy, exportsto Canada, etc. See
15 C.F.R. part 762.

. The Food and Drug Administration requiresanindex for al electronic recordsof manufactures
related to medical devices. See 21 C.FR. § 814.82.
. The Environmental Protection Agency requiresautomobile manufacturersto maintain records

with anindex of emission certification records. See 40 C.F.R. § 86.091-7.

Evenif aparticular indexing method isnot required, the corporationisstill responsblefor producing the
recordsduring anaudit by aregulatory agency. If therecordsaremaintainedin afashionthat preventsretrieva,
they will be considered destroyed evenif they doinfact exist. Thisisconsidered de facto destruction.
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If they arerequired to produce documents under asubpoenaor discovery request, corporations may
alsoruninto trouble dueto poor organization or indexing. The Federa Rulesof Civil Procedure now requires
partiesinlitigation to turn over relevant documentsearly inthe case, evenif not requested by the other side.

1. MyTHs ABouT ELECTRONIC RECORDS
A. Gone but Not Forgotten

By far themost common myth regarding computers and computer datarel atesto the del ete function.
Many peoplewrongly assumethe delete key removesdatafrom thehard drive. Whenthe computer istoldto
“delete’ afile, however, it smply removesthefile’ snamefrom the directory and designatesthat spaceonthe
hard driveasavailable. Thefileisnot actually removed until the computer determinesthat no unused spaceis
availabletowriteother files. Atthat point, anew filemay bewritten over theoldfile, andit will begoneforever.
Eventhen, however, the computer uses existing spacein arandom manner. Thus, dependingonthesizeof a
harddrive, “ deleted” filescould remain onthecomputer indefinitely. Depending onthetypeof systemused, this
may also betruefor e-mail and voice mail communications.

Filesthat were deleted but not really removed can be the subject of adiscovery request. Infact,
becausetheremost likely wasareason for deleting thefilesinthefirst place, they are often some of thefirst
records sought.

A company hassevera optionsto prevent discovery of deletedfiles. Thefirstisto smply prevent the
filefrom being generated inthefirst place. Inmany cases, the best tacticisto smply walk downthehall toa
co-worker’sofficeand discussasubject orally. A second optionisto purchase software designed to remove
deleted filesfrom acomputer. These programssmply placeaseriesof onesanywhereonthedisk designated
asavailable. If thisoptionisselected, however, it isimportant to make use of the software part of therecords
destructionroutine. A fina optionisto hireacompany specializingin thedestruction of computer records.

B. The Information behind the Screen

A second myth about el ectronic dataisthat aprintout isan exact copy of thefile. Whileaprintout may
bean exact copy of thewordson the screen, and will often be admitted into evidenceas such, it doesnot reveal
the other information gathered and stored by the computer program. For example, many word-processing
programsroutinely createa”logfile’ or “audit trail” with arecord of the date and timestamp and who originated
thedocument. Other programsautomatically savefilestothehard driveat regular intervals. Thus, it may be
possiblefor acopy to exist onthe disk evenif the user never pressed the save key. E-mail messagesalso
includealot of information beyond theintended message, including who sent the message, whereit was sent,
thedate of thetransmission, if it wasforwarded, etc. Anadversary could accessthisinformationto determine
whenfileswerecreated or modified, often providinginvauableinformation.

V. SpeciaL PRoBLEMS RELATED TO E-mAIL

E-mail hasbecome oneof themost valuabletool sfor business; it dlowsquick and efficient transmission
of information throughout an organi zation and beyond. 1t hasa so becomethe*” smoking-gun” of litigationinthe
1990s.
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Not only do many userstreat e-mail too informally, they also continuetotreat it asthoughitisprivate.
Theredity is, however, that e-mail isnot private. Onceamessageleavesan employee' scomputer, theemployee
loses control of thee-mail. Serversoften route the message through various networks and possibly over the
Internet beforeit reachesitsfinal destination, providing ample opportunity for competitorsto obtain what could
be confidentia information about the company.

A second problemwith e-mail isthat it may be unexpectedly recorded by the employee' scomputer, the
receiver’scomputer, or by any computer throughwhichit passes. Evenif thecompany hasan excellent records
retention and destruction program in placeto erase unnecessary e-mail, it cannot control whether othersretain
e-mail after it hasbeen designated for destruction. If acopy isavailablefrom any of these sources, it could be
introduced against the company inlitigation. Indeed, e-mail typically isadmissible asabusinessrecord under
federal and state rules of evidence.

Therefore, specia precautions should betaken with respect to e-mail, including thefollowing:

. Instruct employees on the proper usesof e-mail. They should treat it asany other business
correspondence, i.e., use proper grammar, check for spelling, avoidinsulting remarks, etc.
They should a so recognizethat it may beread by many peopleother than theintended recipient.

. Segregate e-mail messageswhen making backup copies of the computer system. They should
beddetedinashort time, usualy fifteentothirty days, and thiscan only beaccomplishedif they
arelocated in aseparate backup file. Segregating may al so make searching for particular
messages eas e when complying with adiscovery request.

. Establish aprocedurefor determining when e-mail should bekept longer than thealotted time.
If e-mail isimportant enough to beretai ned, the company probably needsto establishaway to
convertittoaformal businessrecord. Note, however, that smply printing thee-mail isnot
sufficient, asthisdoes not retain information about itsorigination, destination, date of creation,
€tc.

. Instruct employeesnot to usee-mail for confidential or privileged communications. Because of
thedanger of third-party interception, the expectation of privacy may not bejustified and the
privilegemay belost.

V. ELecTroNIC RECORDS RETENTION UNDER UETA AND THE E-SIGN AcT

Two recent lawsestablish retention requirementsfor dectronic records. ThefirgtistheUniform Electronic
TransactionsAct (UETA), whichwasapprovedin July 1999 by the National Conference of Commissionerson
Uniform State L aws, and has since been adopted in severa states. The second isthe Electronic Signaturesin
Global and National CommerceAct, aso known asthe E-SIGN Act, which was signed by President Clinton
on June 30, 2000.
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A UETA
1. Scope

Basically, UETA isaprocedural, as opposed to a substantive, statute that appliesto electronic
recordsand electronic signaturesrelating to atransaction. A “transaction” is*“an action or set of actions
occurring between two or more personsrelating to the conduct of business, commercial, or governmental
affairs.” See §2(16). An electronic signature isdefined in 8§ 2(8) as*an electronic sound, symbol, or
process attached to or logically associated with arecord and executed or adopted by a person with the
intent tosigntherecord.” A “signature” includes standard Web page click-through agreementsand also
appliesto theinclusion of anameon an e-mail message. Therequirement that the signature be* attached to
or logically associated with arecord” was added in recognition that, unlike a paper record, the electronic
signaturewill not be physicaly attached to theelectronicrecord. Therefore, itisimportant to demonstratein
some other way that the signaturerefersto aparticular record.

Andectronicrecordisdefinedin 8 2(7) as” arecord created, generated, sent, communicated, received,
or stored by eectronic means.” According totheOfficid Comments, an eectronic record gppliestoinformation
“stored on acomputer hard drive or floppy disc, facsmiles, voice mail messages, messages on atelephone
answering machine, [and] audio and video taperecordings. . ..”

2. Legal Recognition of Electronic Records and Signatures

Section 7, “Legal Recognition of Electronic Records, Electronic Signatures, and Electronic Contracts,”
statesthat arecord or signature cannot be denied legal effect merely becauseitisineectronic form, andthat an
electronic record satisfiesarequirement that arecord beinwriting. Thissection also statesthat an electronic
signature satisfiesasignature requirement, and that acontract cannot be denied legal effect if an electronic
record wasused initsformation.

Notethat this section doesnot state that el ectronic signaturesand recordswill be given effect or be
enforceable. Thosedeterminationsareleft to other lega requirements.

3. Record Retention Requirements — Generally

UETA dsoexplicitly providesfor theuseof e ectronic recordsinrecord-keeping procedures. Section 12,
“Retention of Electronic Records, Originals,” providesasfollows:

€) If alaw requiresthat arecord beretained, therequirement issatisfied by retaining an el ectronic
record of theinformation in the record which:

(@) accurately reflectstheinformation set forth intherecord after it wasfirst generatedin
itsfinal form asan electronic record or otherwise; and

2 remainsaccessblefor later reference.

(b) A requirement to retain arecord in accordance with subsection (a) does not apply to any
information, the sole purpose of whichisto enabletherecord to be sent, communicated, or
received.
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(© A person may satisfy subsection (a) by using the servicesof another personif therequirements
of that subsection are satisfied.

(d) If alaw requires a record to be presented or retained in its original form, or provides
consequencesif therecordisnot presented or retained initsoriginal form, that law issatisfied
by an electronic record retained in accordance with subsection (a).

(e If alaw requiresretention of acheck, that requirement issatisfied by retention of an éectronic
record of theinformation on thefront and back of the check, in accordancewith subsection (a).

M A record retained asan electronic record, in accordance with subsection (a), satisfiesalaw
requiring a person to retain arecord for evidentiary, audit, or like purposes, unless alaw
enacted after theeffectivedate of this[Act] specifically prohibitsthe use of an ectronicrecord
for the specified purpose.

(o)) Thissection doesnot preclude agovernmenta agency of thisstate from specifying additional
requirementsfor theretention of arecord, subject to the agency’sjurisdiction.

According to the Comments, thissectionisconcerned with maintaining theintegrity of theinformationin
therecord, asopposedtoretainingthe“origind” record. The Commentsnotethat, owingtotheway information
onacomputer issaved or stored, it could beargued that the* original” of arecord canbeeasly destroyed. Thus,
thissection concentrateson ensuring that therecord' sinformationisaccurate. See§12, cmt. 2.

Further, the Commentsemphas ze theimportance of updating thetechnol ogy used to orean e ectronic
record. For aneectronicrecordto bevalid, it must beaccessible. Thus, thetechnology originally usedto store
therecord must be updated to be compatible with the emerging technology. See 812, cmt. 3. Lastly, oncea
written record isstored e ectronically, the origina written record can be destroyed. 1d.

Inaddition, under 8 13, “ Admissibility in Evidence,” electronic records can be admitted asevidence.
“Inaproceeding, evidenceof arecord or Sgnaturemay not beexcluded solely becauseitisineectronicform.”

4, Record Retention Requirements — State Governments

Sections 17 through 19 are optiona provisionsthat address proceduresfor state governmentstoretain
electronic records. While astate does not haveto adopt these sections, if astateisacting asacommercial
party, UETA will apply, according to the Comments. Thismeansthat the state government “must agreeto
conduct transactionsel ectronically with vendorsand customers of government services’ See 8 19, cmt. 1.

SECTION 17. CREATION AND RETENTION OF ELECTRONIC RECORDS AND
CONVERSION OFWRITTEN RECORDSBY GOVERNMENTAL AGENCIES. [Each
governmental agency] [ The[designated state officer]] of thisstate shal determinewhether, and
theextent towhich, [it] [agovernmental agency] will create and retain el ectronic recordsand
convert written recordsto el ectronic records.

SECTION 18. ACCEPTANCE AND DISTRIBUTION OF ELECTRONIC RECORDS
BY GOVERNMENTAL AGENCIES.
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€) Except asotherwise providedin 8§ 12(f), [each governmental agency]
[the[designated state officer]] of thisstate shall determinewhether, and the
extent towhich, [it] [agovernmental agency] will send and accept el ectronic
records and el ectronic signaturesto and from other personsand otherwise
create, generate, communicate, store, process, use, and rely upon electronic
recordsand el ectronic signatures.

(b) Totheextent that agovernmental agency usese ectronic recordsand
electronic signatures under subsection (a), the [governmental agency]
[designated tate officer], giving due consideration to security, may specify:

(@) the manner and format in which the el ectronic records must be created, generated,
sent, communicated, received, and stored and the systems established for those purposes,

()] if electronic recordsmust besigned by e ectronic means, thetypeof eectronic Sgnature
required, themanner and format inwhich thed ectronic signature must be affixed tothe
electronic record, and theidentity of, or criteriathat must be met by, any third party
used by aperson filing adocument to facilitate the process;

3 control processes and procedures as appropriate to ensure adequate preservation,
dispodgition, integrity, security, confidentidity, and auditability of eectronicrecords, and

4 any other required attributesfor e ectronic recordswhich are pecified for corresponding
nonel ectronic recordsor reasonably necessary under the circumstances.

(© Except as otherwise provided in 8§ 12(f), this[Act] doesnot requirea
governmental agency of thisstateto use or permit the use of e ectronicrecords
or electronic Sgnatures.

SECTION 19. INTEROPERABILITY. The[governmental agency] [designated officer] of
this state which adopts standards pursuant to § 18 may encourage and promote consistency
and interoperability with similar requirements adopted by other governmenta agenciesof this
and other statesand the federal government and nongovernmental personsinteracting with
governmental agenciesof thisstate. If gppropriate, those standardsmay specify differinglevels
of standardsfrom which governmental agenciesof thisstate may chooseinimplementing the
most appropriate standard for aparticular application.

5. Notice and Writing Requirements

Many lawsrequirethat certain partiesrecel vewritten notification of certainevents. Section 8,“Provison
of Information in Writing; Presentation of Records,” alows such noticeto be provided electronically. The
Commentsindicatethat thissectionisa® savingsprovision,” designed to prevent theAct from overriding other
aspectsof a“writing” required by other law. In order to satisfy this section, the recipient of the electronic
record must not only beableto read it, but must also be ableto either print it out or storeit for futurereference.
If the sender’scomputer or communication device preventseither of those actions, thewriting will not satisfy
thisrequirement. The section aso makesclear that |lawsregarding themeansof delivery arenot affected by the
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Act. However, alaw requiring deivery by first-classmail would be satisfied even if theinformationwassentin
electronicformat onadisk.

6. Attribution

Becausean dectronic sgnature, particularly aclick-through Web agreement, isoften doneanonymoudly,
itisimportant for the partiesto have someway of attributing that “ Signature” to aparticular party. Section 9,
“ Attribution and Effect of Electronic Record and Electronic Signature,” governshow attributionwill be handled.
It states:

€) Anéelectronic record or el ectronic signatureisattributableto apersonif it wasthe act of the
person. Theact of the person may beshowninany manner, including ashowing of theefficacy
of any security procedure applied to determine the person to whom the el ectronic record or
electronic Sgnature wasattributable.

(b) The effect of an electronic record or electronic signature attributed to a person under
subsection (@) isdetermined from the context and surrounding circumstancesat thetimeof its
creation, execution, or adoption, including the parties’ agreement, if any, and otherwise as
provided by law.

Compliancewith an established security procedureissomeevidence, but not conclusiveevidence, that
aparticular e ectronic signature should be attributed to aparticular individua. Theuseof security/attribution
proceduresisparticularly important if an agreement isaclick-through transaction. Inthat case, the security/
attribution procedure may bethe only way of identifying the person to whom the signatureisto beattributed.

B. E-SIGNAct
1. Title I — Electronic Records and Signatures in Commerce

Titlel generally givesvdidity toinstrumentsof eectronic commerce. Section 101 prohibitsany law,
other than the E-SIGN Act, from denying thelegal effect of electronic signaturesor contractsformed using
electronicrecordsor signatures. Thelegal effect of aninstrument can also not bedenied if it wasformed by
electronic agents, aslong as“the action of any such electronic agent islegally attributableto the personto be
bound.” §101(h).

Under § 102, the E-SIGN Act preempts state law to provide auniform system concerning electronic
recordsand signatures, until the statesadopt UETA or other standards consstent with UETA. At suchtime, the
federa preemptionwill belifted.

Inaddition, 8 103 also allowsfor exceptionsto 8 101. Specifically, 8 103 statesthat § 101 will not
apply toacontract or record governed by:

(@) astatute, regulation, or other rule of law governing the creation and execution of wills,
codicils, or testamentary trusts,

VEDDER PRICE Page 13



2 adtatestatute, regulation, or other rule of law governing adoption, divorce, or other matters
of family law; or

3 the Uniform Commercia Code, asin effect in any state, other than 88 1-107 and 1-206
andArticles2and 2A.

Section 101 will asonot gpply to court notices, orders, or official documents; noticesof termination of utilities;
noticesof default, accel eration, foreclosure, repossession, eviction, or right to cure; notice of cancellation of
hedlth or lifeinsurance; notice of recal of aproduct; and documentsrequired to accompany thetransportation
of hazardousmaterials.

Whilethe E-SIGN Act allowsfor the use of electronic recordsand signatures, 8 101 doesnot require
partiesto use el ectronic records or signatures and does not limit or affect other requirementswith regard to
contractsimposed by law.

a. Consumer Consent

Under § 101, if certaininformation isrequired to be submitted to aconsumer in writing, use of an
€lectronic record can be used, aslong asthe consumer affirmatively consentsto the use of an e ectronic record
andisprovided full disclosureof hisor her rightsand/or obligations. For example, the consumer must be
informed that sheor hehastheright to requireawritten record and, following certain procedures, can withdraw
her or hisconsent. Further, arecording of any oral communicationsmade by the consumer isnot considered an
electronic record under thisAct.

b. Record Retention Requirements — Generally
Section 101 setsforth the requirementsfor retention of contractsand records.

(1)) ACCURACY ANDACCESSIBILITY — If astatute, regulation, or other rule of law requiresthat
acontract or other record relating to atransaction in or affecting interstate or foreign commerce be
retained, that requirement ismet by retaining an el ectronic record of theinformation in the contract or
other record that —

(A)  accurately reflectstheinformation set forth in the contract or other record; and

(B) remainsaccessibleto al personswho are entitled to access by statute, regulation, or
ruleof law, for the period required by such statute, regulation, or ruleof law, inaform
that is capable of being accurately reproduced for later reference, whether by
transmission, printing, or otherwise.

(2) EXCEPTION — A requirement to retain acontract or other record in accordancewith /(1) does
not apply to any information whose sole purposeisto enabl e the contract or other record to be sent,
communicated, or received.

(3) ORIGINALS— If astatute, regulation, or other rule of law requiresacontract or other record
relating to atransaction in or affecting interstate or foreign commerceto be provided, available, or
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retainedinitsoriginal form, or provides consequencesif the contract or other record isnot provided,
avaladle, or retainedinitsorigina form, that statute, regulation, or ruleof law issatisfied by andectronic
record that complieswith 1 (1).

(4) CHECKS— If astatute, regulation, or other rule of law requiresthe retention of acheck, that
requirement issatisfied by retention of an eectronic record of theinformation onthefront and back of
the check inaccordance with ¥/(1).

A record, required to beinwriting, can bedenied legd effect ineectronicformif itisincagpableof being
retained or reproduced later. 8 101(e). For recordsthat must be notarized, anotary must attach or associate
her or hiselectronic signature, including all other required information, to the subject el ectronic record or
sgnature. § 101(g).

C. Record Retention Requirements — Federal and State Governments

Section 104 addressestheapplicability of Titlel tofederal and stateregulatory agencies. Basically, this
section dlowsregulatory agenciesto issueregulaionsor guidanceinterpreting 8 101, with somelimitations, in
conjunction with other statutesthat allow suchissuance. Further, thissection permitsfedera or stateregulatory
authoritiesto requireretention of tangiblerecords, asopposed to e ectronic records, only if thereisa” compelling
governmental interest relating to law enforcement or national security.” 8 104(b)(3)(B). Federa agenciescan
also exempt aspecific typeof record from the consent requirementsunder 8 101(c), under certain conditions.

Thefollowingispart of § 104.
3 PERFORMANCE STANDARDS—

(A) ACCURACY, RECORD INTEGRITY, ACCESSIBILITY — Notwithstanding
1(2)(C)(iii), afederal regulatory agency or state regulatory agency may interpret
8§ 101(d) to specify performance standardsto assure accuracy, record integrity, and
accessibility of recordsthat arerequiredto beretained. Such performance standards
may be specified inamanner that imposesarequirement inviolation of 1 (2)(C)(iii) if
therequirement (i) servesanimportant governmenta objective; and (ii) issubstantially
related to the achievement of that objective. Nothinginthisparagraph shal be construed
togrant any federal regulatory agency or state regul atory agency authority to require
useof aparticular type of software or hardwarein order to comply with 8 101(d).

(B) PAPER OR PRINTED FORM — Notwithstanding subsection (c)(1), a federal
regulatory agency or stateregulatory agency may interpret 8 101(d) torequireretention
of arecordinatangible printed or paper formif —

) thereisacompelling governmenta interest relaing tolaw enforcement or netiona
security for imposing such requirement; and

(i) imposing such requirement isessentia to attaining such interest.
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4 EXCEPTIONSFORACTIONSBY GOVERNMENTASMARKET PARTICIPANT —
Paragraph (2)(C)(iii) shall not apply to the statutes, regulations, or other rulesof law governing
procurement by thefederd or any state government, or any agency or instrumentaity thereof.

(© ADDITIONAL LIMITATIONS—

(@D} REIMPOSING PAPER PROHIBITED — Nothing in subsection (b) (other than 1 (3) (B)
thereof) shall be construed to grant any federal regulatory agency or state regulatory agency
authority toimposeor reimpose any requirement that arecord bein atangible printed or paper
form.

) CONTINUING OBLIGATION UNDER GOVERNMENT PAPERWORK ELIMINATION
ACT — Nothinginsubsection (a) or (b) relievesany federa regulatory agency of itsobligations
under the Government Paperwork EliminationAct (title XV 11 of Public Law No. 105-277).

(d) AUTHORITY TO EXEMPT FROM CONSENT PROVISION —

(@) IN GENERAL — A federd regulatory agency may, with respect to matter withinitsjurisdiction,
by regulation or order issued after notice and an opportunity for public comment, exempt
without condition aspecified category or type of record from the requirementsrelating to
consentin 8 101(c) if such exemptionisnecessary to diminateasubstantial burden oneectronic
commerceand will notincreasethemateria risk of harm to consumers.

2 PROSPECTUSES— Withinthirty daysafter thedate of enactment of thisAct, the Securities
and Exchange Commission shall issuearegulation or order pursuant to § (1) exempting from
§101(c) any recordsthat are required to be provided in order to allow advertising, sales
literature, or other information concerning asecurity issued by an investment company that is
registered under the Investment Company Act of 1940, or concerning theissuer thereof, to
be excluded from the definition of aprospectusunder § 2(a)(10)(A) of the SecuritiesAct of
1933.

Subsection (€) providesthat the Federa Communications Commission must recognizea* contract for
telecommunicationsor | etter of agency for apreferred carrier change,” even though it wasformed using an
electronicrecord or Signature.

d. Terminology and Scope

Under theE-SIGN Act, suchtermsas*” dectronic agent,” “eectronicrecord,” and “ eectronic Sgnature”’
aredefined almost identically asthey arein UETA. However, theterm “transaction” inthe E-SIGN Actis
intentionally narrower thanin UETA, inthat it referssolely to commercia use. See S.R. 106-131.

e. Effective Dates

Titlel went into effect on October 1, 2000. However, if arecord retention requirement isimposed by
federal or statelaw, then the requirementsof Titlel do not go into effect until March |, 2001. With regard to
guaranteed and insured loans, Title! only appliesto such loansmade on or after oneyear after thedate of Title
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I’senactment. Finally, Titlel doesnot apply to federa student loansuntil either October 1, 2001, or until the
Secretary of Education publishes new promissory notes, whichever isearlier. § 107.

2. Title Il — Transferable Records

Under Title I1, atransferable record means an el ectronic record considered to be anote under UCC
Article 3, and relatesto aloan secured by real property. Further, theissuer of the electronic record must agree
that the electronic record isatransferablerecord. Control of atransferablerecord isdetermined by whether
the“ system employed for evidencing thetransfer of interestsinthetransferablerecord reliably establishes. . .
[a] person asthe personto which thetransferablerecord wasissued or transferred.” §201(b). A satisfactory
system must produce asingleauthoritative copy of therecord which:

@ cannot bedtered,
2 canidentify the person to whom the record wasissued; and
3 ismaintai ned by the person asserting control over therecord.

Further, any changein assignee of the authoritative copy can only be made with the consent of the person
asserting control, and any copy of the authoritative copy must beeasily identifiableasacopy. Additionally, any
revisonintheauthoritative copy must beidentified aseither authorized or unauthorized by the person asserting
control. Finaly, aperson asserting control over atransferablerecordisalso considered the holder under the
UCC, and an obligor under atransferablerecord hasthe samerights and defenses asunder the UCC.
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