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HIPAA PRIVACY RULEAND EMPLOYERS

On August 14, 2002, the Department of Health and
Human Servicesissuedthefinal privacy regulationunder
the Health Insurance Portability and Accountability Act
(“HIPAA”), generally referred to asthe “ Privacy Rule.”
The Privacy Rule restricts the use of protected health
information by variousorgani zations(referredtoas” cov-
eredentities”), includinggroup healthplans. Asacovered
entity, a group health plan may not use or disclose
protected healthinformationfor purposesunrelatedtothe
provisionof health benefitswithout firstreceivingwritten
authorizationto do sofromthesubject individual, unless
otherwise permitted or required under law.

Protected health information (“PHI") is defined as
individually identifiablehealthinformation, transmitted or
maintained inany medium, that relatestoanindividual’s
past, present or future physical or mental health. PHI is
considered “individually identifiable” if it identifies an
individual or contains enough specific information to
renderitidentifiable. PHI generally fallsintooneof three
categories:

1. informationrelatingtoaprevioushealthcondi-
tion, a chronic illness, or a propensity for a
certain disease;

2. informationrelatingtohealth caretreatmentan
individual has received, is receiving or will
receive; or

3. informationrelating to the payment for health
care services an individual has received, is
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receiving or will receive. It is important to
recognize that PHI does not need to be in
writingtobeprotected; oral informationalsois
protected.

Although employers are not identified as covered
entities, they undertake certain obligationsand responsi-
bilitiesunder the Privacy Ruleby virtue of their statusas
plan sponsors. The scope of these responsibilities will
vary depending on the functions the employer performs
on behalf of the group health plan. For example, if an
employer performs activities related to the plan opera-
tions, such asproviding claimsassistance, quality assur-
ance, auditing, monitoring, management, claimsprocess-
ing and payment (referred to as “plan administration
functions’), as opposed to merely assisting the group
health plan with enrollment and disenrollment activities
(referred to as “ plan sponsor functions”), the employer
will assumemoresignificant complianceresponsibilities.

Use or Disclosure of Health Information by a Group
Health Plan

As a covered entity, a group health plan is subject to
certain restrictions on uses and disclosures of PHI. A
group health planmay useand/or disclosePHI for limited
purposes without obtaining prior consent from the indi-
viduals who are the subject of the health information.
These purposes include: to conduct payment activities
and health care operations; to respond to acourt order or
avalid subpoena; and limited public policy purposes.
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All other uses and/or disclosures of PHI must be accom-
panied by avalid authorization. In order to bevalid, an
authorization mustincludeninee ements:

v" areasonably specific description of the PHI to
be used or disclosed;

v" the name of the person (or job title of person)
authorizedto maketherequested useor disclo-
sure;

v" the name of the person (or job title of person)
permitted to receivetheinformation;

V" areasonably specific description of the pur-
pose of the use or disclosure;

v/ an expiration date or expiration event;

v astatement of theindividual’ sright to revoke
the authorization and an explanation of the
revocation procedure;

v"anexplanation of the consequences (if any) of
theindividua’ sfailureto providetheauthoriza-
tion;

V' astatement that theinformation disclosed may
beredisclosed to anindividual or entity that is
not subject to the Privacy Rule and no longer
protected; and

V' theindividua’ ssignature.

The Privacy Rule permits a group health plan to share
PHI with its plan sponsor without first obtaining an
individual authorizationinorder to assist thesponsor with
certainresponsibilitiesassoci ated with plan sponsor func-
tions. For example, agroup health plan may disclose PHI
for enrollment or disenrollment purposes. Similarly, a
group health plan may disclosesummary information that
containsidentifiersin connection with amending group
health plan documents or obtaining premium bids from
other health plans or to provide information about the
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general healthof theindividual senrolledinthehealthplan
in order to determine whether it is necessary to add
additional covered services.

A group health plan may disclose PHI to the plan
sponsor for any purpose related to plan administration
only after the plan sponsor hascertified that it will actin
accordance with the terms of the Privacy Rule and has
amended its plan document to restrict uses and disclo-
sures of PHI by the plan sponsor as required by the
Privacy Rule.

Administrative and Technical Requirements

Privacy Notice. The group health plan must create a
Privacy Notice, which providesan explanation of theuses
and disclosures of PHI that the group health plan will
make. The Privacy Notice identifies the individual’'s
rightsand the plan’ slegal dutieswith respect tothe PHI,
andincludesexampl esof anticipated usesand di sclosures
of PHI. The Privacy Rule contains specific rules per-
taining to the substance of the Privacy Notice, requiring
that all Privacy Notices be written in plain English and
follow adesignated format.

Individual Rights. Thegroup health plan must afford all
employeesand their dependentscertainrightscreated by
the Privacy Rule. All individuals must have aright to
accessand copy their PHI that isin the possession of the
group health plan. The group health plan must give al
individual saright torequest amendmentstotheir PHI, but
such requests need not be honored. All individualshave
aright toreceiveanaccounting of disclosuresof their PHI
made by the health plan during the previous six years,
except that the group health plan need not provide an
accounting of disclosuresmade prior to April 14, 2003.

Privacy Official and Contact Person. The group health
planmust designateanindividual whowill beresponsible
for devel oping and implementing the plan’ s privacy and
procedures policies. The group health plan also must
identify a contact person to receive complaints and
provide information about the plan’s privacy practices.
These positions need not be held by the same
individual.
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Policies and Procedures. The group health plan must
createandimplement policiesand proceduresdesignedto
safeguard the privacy and security of PHI in compliance
with the Privacy Rule. The scope of the policies and
procedureswill vary among plansbut should addressthe
various requirements set forth in the Privacy Rule and
how thegroup health plan antici patesrespondingtothem.
For example, thegroup health plan must createand apply
apolicy intended to mitigate harmful effectsof improper
usesanddisclosuresof PHI. Similarly, agrouphealthplan
must have in place a nonretaliation policy that clearly
providesthat it will not takeretaliatory action against an
individual who exercises his or her rights under the
Privacy Rule or against an employee who refuses to
participatein apracticethat isin violation of the Privacy
Rule. Moreover, agroup health plan may not require a
plan participant to waive his or her rights to report
violations or suspected violations of the Privacy Ruleto
the Department of Health and Human Services as a
conditionto participatingintheplan.

After the policies and procedures are created and
implemented, thegroup health plan must devel op adisci-
plinary policy applicabletoinappropriateusesand disclo-
suresof PHI by employeeswho work with the plan or by
employees who access PHI that has been disclosed by
theplan. All violationsof thispolicy must bedocumented
and maintained by the group health plan for at least six
years.

Employee Training. All employeeswho work with the
group health plan, andthosewho do not work withtheplan
butwill receivePHI fromit, must betrained onthepolicies
and procedures relating to proper handling of PHI. All
current employeesmust betrained before April 14, 2003.
Training of new employeesmust occur withina*reason-
ableperiod” of time after joining the workforce.

Amendments to Plan Documents. If the employer, as
plansponsor, will usePHI to perform plan administration
functions, it must amenditsplan documentstoindicatethe
employer’s agreement to certain restrictions on its use
and/or disclosure of PHI. Only certain employees (or
classes of employees) identified in the plan documents
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will have accessto PHI. Theseindividualsmay useand/
or disclose PHI only for the limited purposes of plan
administration, asspecifically describedintheplandocu-
ments, or asrequired by law. All agentsor subcontractors
of the employer who received PHI from or on behalf of
the employer will agreeto the samerestrictionsimposed
ontheplansponsor. Finally, theemployer must agreenot
to use PHI received from the group health plan for
employment-related decisions.

In addition to amending the plan documents, the
employer must assumecertainresponsibilitiesrelatingto
the security and privacy of PHI. Among these responsi-
bilities is an obligation to ensure adequate separation
between theemployeeswho areinvolvedingroup health
planactivitiesandthosewhoarenot. Theemployer must
afford employeesand dependentstheright toreview and
amend any PHI that the employer hasin its control and
document all disclosures of PHI. Upon request of the
group health plan, theemployer must providean account-
ing of disclosuresto the group health plan upon request.

Compliance Responsibility Baskets

The scope of an employer’s responsibilities under the
Privacy Rulevariesdepending ontheemployer’ slevel of
involvementintheadministration of thegrouphealthplan
itsponsors. Inanefforttosimplify thedetermination, itis
hel pful to conceptualize different “ compliance baskets”
full of administrativeandtechnical responsibilities. Which
basket an employer carries depends on the level of
involvement in the group health plan activities the
employer desires.
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Bas<keTr #1

This basket is carried by employers that sponsor self-
funded group health plans, receive only summary infor-
mation and do not perform planadministrativefunctions.
Theemployer doesnot need to amend itsplan documents
becauseit will only perform plan sponsor functions. The
employer must, however, comply withall of theadminis-
trative requirements and provide plan participants with
individual rightswith respect to their PHI.

Theemployer must distributeaPrivacy Noticeto all
employees then enrolled in the group health plan on or
beforeApril 14,2003. All employeesparticipatinginthe
plan after April 14, 2003 must receive a copy of the
Privacy Notice at the time of enrollment.

BaskeT #2

This basket is carried by employers that sponsor self-
insured group health plansand perform plan administra-
tionfunctions. For exampl e, theseemployersmight assist
their employeeswithfiling claimsor conduct areview of
deniedclaims. Inthissituation, theemployer mustamend
its plan documents to permit the disclosure of PHI from
thegroup health plantotheemployer for planadministra-
tionpurposesand certify tothegroup healthplanthat it will
use PHI only in accordancewith thetermsof the Privacy
Rule. Theemployer must comply withall of theadminis-
trative requirements and provide the plan participants
with their individual rightswith respect to PHI.

Theemployer must distributeaPrivacy Noticeto all
employees then enrolled in the group health plan on or
beforeApril 14,2003. All employeesparticipatinginthe
plan after April 14, 2003 must receive a copy of the
Privacy Notice at the time of enrollment.

BaskeT #3

This basket is carried by employers that sponsor fully
insured group health plans, receive only summary infor-
mation, and do not perform planadministrationfunctions.
Thisistheleast full of al baskets.
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The employer does not need to amend its plan
documentsor provide acertification to its health insurer
or HMObecauseitwill only receivehealthinformationin
summary form. Theemployer must comply withonly two
administrativerequirements:

(i) adoptapolicy providingthatitwill notrequire
participantsto waivetheir rights; and

(i) adoptapolicy providingthatitwill notretaliate
againstindividualswho exercisetheir rights.

The employer does not need to create and distribute
a Privacy Notice or take any action to ensure that the
health plan participants can exercise their rights with
respect to their PHI under the Privacy Rule because the
healthinsurer or HM O will assumethisresponsibility.

Basker #4

This basket is carried by employers that sponsor fully
insured group health plansthat perform plan administra-
tion functions. The employer must amend its Plan
Documentsand provideacertificationtoitshealthinsurer
or HMObecauseitwill receivePHI fromthegroupheal th
plan. Theemployer must comply withall of theadminis-
trative requirements and provide the plan participants
with their individual rightswith respect to PHI.

The employer must create and maintain a Privacy
Noticebut need only provideit to aplan participant upon
request. The health insurer or HMO will create and
distribute aseparate Privacy Noticeto plan participants.

Conclusion

Employerswill assumesignificant responsibilitiesunder
the Privacy Rule by virtue of the group health plansthey
sponsor. Thereisquitealot to do before April 14, 2003
(or ayear later for small health plans). Employersshould
begin to structure a compliance strategy to ensure that
everything isin place prior to the compliance date.
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